n\r.l i =] # é E -I;:H' N = %5’ 1=I= I:Iit WAA Fl-l- 2IJ

Pilot Partnership Programme for Cyber Security Information Sharing
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GovCERT.HK Releases Its 2018 Annual
Renaort

GovCERT.HK has released the latest

annual report, detailing its
accomplishments in 2018 and also the

Tony WONG
GovCERT.HK
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Malware Analysis Report (AR19-100A) -
MAR-10135536A-8 - Nnrth Karean

This Malware Analysis Report (MAR) is

the result of analytic efforts between
Department of Homeland Security...

US-CERT
2019245 118 17:22 (F2=E)
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Mirai Compiled For New Processors
Surfares In The Wild

In late February 2019, we discovered
Mirai samples compiled for new
processors/architectures not previously...

Chester Lau
PALO ALTO NETWORKS

20192 45 108 10:27 (FE5=E)

#Account Compromise #Application Compromis...

CERT Hi1p
Security Tip ST19-001: Protecting

Anainst Ransnmware

What is ransomware?

Ransomware is a type of malware threat
actors use to infect computers and

US-CERT
20195 4H 128 1705 (B&EE)

#Ransomware

Cyber Security Threat Trends 2019-M03

GovCERT.HK keeps observing the cyber
security threat trends and shares some
observations in March 2019...

GovCERT.HK
2019= 45 48 08:58 (Eg#E)
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CVE-2019-1718 — A vulnerability in the web
interface of Cisco |dentity Services Engine (ISE)
could allow an unauthe...

CVE-2019-1712 — A vulnerability in the Protocol
Independent Multicast (PIM) feature of Cisco 10S
XR Software could ...

CVE-2018-1711 —Avulnerabi\i?{ in the Event
Management Service daemon (emsd) of Cisco
10S XR Software could allow ...

CVE-2019-1710 — A vulnerabi \igy in the sysadmin
virtual machine (VM) on Cisco ASR 9000 Series
Aggregation Services ...

CVE-2019-1686 — A vulnerability in the TCP flags
inspection feature for access control lists (ACLS%
on Cisco ASR 90...

CVE-2019-1654 — A vulnerability in the
development shell (devshell) authentication for
Cisco Airanet Series Access ...

CVE-2018-0382 — A vulnerability in the session
identification management functionality of the
web-based interface o...
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Tertiary institutions

Hot Discussion Topics
Top posts shared on Cybersechub.hk with good responses from members in March 2019:
o Insider Threat security policy?

. =) t from Norsk Hydro Cyberattack Response
o New Google Chrome Zero-Day Vulnerability Found Actively Exploited in the Wild

« Removal of old root zone key signing key from DNSKEY record set on 22 March 2019

Note: The above posts are accessible to members only.

Active Contributors

Our appl. to the following rep ives for their active contributions to Cybersechub.hk in
March 2019:
g Claudius LAM g Chester LAU 8 Frankie LI
Trend Micro Palo Alto Dragon Advance Tech
TrendLabs Networks
g Harry POON 8 Peony CHUI g Simon TSANG
SmarTone Mobile Lapcom Limited Sangfor Technologies
Communications Limited (Hong Kong) Ltd.
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